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Hidden Third Party Risks in
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“ci sono cose conosciute
che sappiamo di sapere.
Sappiamo inoltre che ci sono
anche incognite conosciute,
vale a dire sappiamo che

ci sono alcune cose che

| non conosciamo.

. Macmono anche
. incognite sconosciute,
‘ guelle che
non sappiamo di non sapere"

REUTERS/Joshua Roberts



INTRODUCTION

WHAT IS SUPPLY CHAIN RISK?

PRICE RISK SUPPLY RISK THIRD PARTY RISK

“What is my market “What is the impact of “Do I really know my
exposure?” disruptive events?” counterparties?”

FX volatility Weather Bribery & Corruption
Commodity prices Natural disasters Sanctions

etc etc etc

Challenge: Purchase <xxx> while managing price and FX exposure to
maximise margins, and performing due diligence on third parties to minimize
sanction exposure and reputational risk.
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THIRD PARTY RISK IN THE SUPPLY CHAIN

_ _ , “Do I really know who | am doing business with?”
The more Third Parties and Suppliers a

corporation has, the higher the risk that one
of them might be:

“What are the hidden risks in my supply chain?”

“How can | protect my company from

* Engaged in modern day slavery or human Reputational damage?”

trafficking

“What is the impact on my organization of the

* Exposed to sanctioned individuals, entities, imminent 4th AMLD deadline?”
or countries

* Their exposure to Politically Exposed
Person (PEP);

* Procuring conflict minerals

* Involved in bribery & corruption;

* Acting as a conduit to finance terrorism

* And more...

REUTERS/Nguyen Huy Kham
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HIDDEN RISKS IN HUMAN NETWORKS
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ULTIMATE BENEFICIAL OWNERSHIP (UBO)

A COMPLEX MULTI-LAYERED OWNERSHIP STRUCTURE
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UBO & ENHANCED DUE DILIGENCE

THOMSON REUTERS THOMSON REUTERS

THOMSON REUTERS THOMSON REUTERS
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BREACHING OFAC SANCTIONS, 2011 - 2015

| B Fy M |
2071 0000000000000 000ODDODO so165M

FINES ISSUED TO NON-BANKS | 3.29% of total value of fines

Eﬁ m i TOTAL FINES
2015 009000000@0@@@@ $600M

FINES ISSUED TO NON-BANKS | 43.45% of total value of fines

. Non-bank entities . Banks Percentage represents proportion of total fines imposed upon non-banking institutions
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SLAVERY & HUMAN TRAFFICKING

1. TOKYO 6. BEIJING 7. MEXICO CITY

21 million

TOP 5 MOST PROFITABLE FORTUNE 500

- JPMORGAN

CHASE & Co.

BErksHIRE HATHAWAY
¥J GILEAD
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S150B
profits

Source: slavery figure from ILO, company profits from Forbes, population from UN, illustrations from Isabelle Sanos



WHAT IS
THOMSON REUTERS

ANSWER Trusted answers
transform global
TO THIRD PARTY & enterprises.

SUPPLY CHAIN
CHALLENGE?

#% THOMSON REUTERS"



THIRD PARTY RISK MANAGEMENT

IN ORDER TO PREVENT, DETECT AND INVESTIGATE SUPPLIER AND THIRD PARTY RISK,
ORGANIZATIONS NEED TO IMPLEMENT A SIMPLE FRAMEWORK :

Train and educate - educate FETIICITIIVIVE @ Develop your program - define and
and raise awareness about the establish policies, procedures and controls

threats posed by bribery and in all levels of the business, with owners

corruption for each
e DEVELOP
Review and align EDUCATE ---- @) Build and operate controls —
- take timely implement the policies into business
corrective and operations

disciplinary action
for violations of
the program,
continually evaluate REVIEW
and adjust to
ensure alignment ~ .. DETECT
with changesinrisk ="

profile  rearenene ® Detect the risks — screen

against your third parties
MONITOR to ensure legitimacy and
EVALUATE sustainability

Monitor and report — extract
reports for proof of due

diligence and continuously o
monitor to detect future risks

) Evaluate - remediate the results
T @ and carry out further investigation
when necessary
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THIRD PARTY & SUPPLY CHAIN RISK

Qeoe0o0o0000000000000,

° Questionnaire
[ ]
> or

.~ Documentation ¢

¥

. Customer 5
+ On-Boarding ¢
. Platforms ¢

Retrieve / collect
information on your
prospective
customers.
Management of
customer on-boarding

HTRrisk

ACCEPT or REJECT
counterparty

Client
Due
Diligence

Screening

Scoring

Ongoing
Risk

¥

¥

Screening Resolution Service (SRS)

World Check Enhanced Due

(WCQ) Diligence (EDD)

¥

Country Risk

Ranking

\ Monitoring
Periodic
Refresh

Training

¥
=)

Conduct initial due Detailed

diligence by background checks
screening customers on the customer
on business (person or

relationship risk and
financial crime
compliance

business) to protect
against regulatory
and reputational
damage

Determine any
geopolitical, social
and economic risks

associated to the

country in which

the customer is
based

Continuously monitor
for any change in
status and risk levels,
as well as
transactions

¥

Compliance

Learning

Roll out compliance

training program to

internal staff or third
parties
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“Ci vogliono @@ &
20 anni per &y @
costruire una\g=4
reputazione by
e cinque minuti
per rovigarla”
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