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Cyber Security Group (CSG) — setup
Working structure

. Topic List — DONE

. Topic List —in Progress

. Topic List — Cue List

6. Support Requests
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Members:

Sailley, Anne-Catherine France

Woelk, Thomas A. Germany
Beusekom van, Jan Dirk Belgium ‘»
Diouri, Hajar Belgium

Grevaz, Nadine Switzerland
Helders, Jeroen The Netherlands
Henderson, James United Kingdom
Kastner, Sebastian Austria
Montero, Cristobal Spain

Moore, Fabrice Switzerland
Moriaty, Lisa Ireland

Verspecht, Patrick Belgium, Luxembourg
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Members
motivated and supporting
core team

Countries

EACT Member Countries
way too less represented
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* Monthly calls each 15t Wednesday

Physical meetings 3 times a year in different locations in Europe with

— open discussions
— exchange of experiences

— Presenting of results

* Topic List as base and guidance for our “red line” in the whole group:

— Focusing on set topics
— Distribution of work to group members

— Brainstorming queue and future work

Restricted - External



THE
EUROPEAN
ASSOCIATION

CSG — To Do List - DONE
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CSG founded in 2017

15t “public” appearance at 2018 EACT Summit

— Successful panel discussion

1t article

‘Is your company protected from cyber threats”
published on EACT — homepage

— To be published at TMI with next edition

Setup “centralized email mail box”

— “cybersecurity@eact.eu”
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Is your company protected from cyber threats?

Today's tressury i

risks of data loss o

, with it,
fraud have multiplied. Within the security community, it is often ssid that it is not a matter
o i but ‘wher you are EOINg to be affected by 3 security breach. Treasurers need to
ensure that controls are in place 0 protect the Corporate assets and, as such, snould take 2
lead role in protecting the company from cyber threats. Securing your company is not

onetime exercise; it is a

joumey that needs to be reviewed regularly and adapted 1o new

threats. The followiing s a collation of best practices gathered to help you on the journey to
protecting your company from cyber threats.

You can't do it alone

y on their own.
email where someane

Therefore, itis best

protect P
team with technology, sations are in place to

andinternal audit to |

expertise, the

firm. g tog
risky processes, run securt tests, and then jointly e Up-todate operat
‘assess the levels of risk to the organisation before determining an action plan. o peraing
nor payment
cofTo 1d two-factor

In acition, this is

best prepare the organisation, the employees need tobe aware of the mm raud schemes

and techniques,

respond to attacks. This trai

training on how identify, preventand

ng must be Dravlded regularly, so as to keep pace with the

tis a good idea

the training mmuzm mock phishing exercises intemally to ensure e employess follow the

proper policies and procedures.

environment but also

i2d channels and

Protecting the treasury infrastructure weak points to consider
then encrypt it or does

‘There can be numerous entry points into a company's infrastructure. For some, al it takes is Who has access tothe

an employee plugging in a USB stick they found on their way to work, or an unintentional

dlick on a website (even legitimate ones] to open the infrastructure up to risk. I's a good 150 27001 certified?

idea to review these potential entry points with your technology team to understand what atany point? Are

controls you have in place. The below topics provide a good starting point for these

dlscusslon ation from SWIFT to
- s your treasury infrastructure (servers, switches, storage, routers, modems, re they compliant with
\Easfd lines, etc ) physically restricted from tampering? fsecurity?
- tothe treasury ports and cybersecurity cantrols
Crtermalaeess pore 4 & USB) blocked 6 revent omeane mStaling ma ware? Do iide and access they
lead offices 3 ue d'Edimbourg €5 40011 ~ F-75008 Paris — France ly about your treasury

Phone: +33 142 £153 53 ~ Fax: +33 1 42 31 58 55~

e
VAT number: FR 73 731 577 414 APE code: 94357

do arise, the key is to

he levels of control around them. Utilising features such as
user profiles, workflow imits and four eye approvals help. However, for contrals to.
effective, you alsa need to ensure users have just enough latitude to complet theirjobs.
required within you should think
creatively. For example, whilst the payment details obviously require a high degres of
control, what about suppliers’ phone details? If someone first modified a supplier's phone
Aumber and then changed the invoice details, would you call the correct number to check it
the supplier’s details are correct?

Hesd office: 2 rus ofEdimbourg - CS 80011 — F-75008 Paris — France.
Phone: +33 142 5153 58— Fax: +33 142 81 58 55— E-mail: secretary@eact eu - Website:

e
VAT number-FR 73 731 577 414 APE code: 34352

51 be deployed 1o further help
ware the most common tools:
ito credit pre-loaded

of roles
key users

should consider how you
> raffic o identify any

completing the monitoring. In

effective vigilance and the sherine Sailley, and James
3, with respect to machine Treasorers ety
s resource-intensive and

anitor netwrk and server logs,
+their existence. Additionally,
can track unusual actvity

iselves from cybercrime.

>ming a disaster. You should
, from the discovery until

velved in each action knows
asury, IT, banks, legal, corporate
test the process to confirm the

£ uninitiated. Nonetheless, with

Ne rising level of tnreats, T 15 ParamoUN that BTLENtion s gIven 1o ensuring the firm's assets

remain protected. A useful starting point would be to create a cross-business working group
to consider your fir's potential vulnerabiiites. Once you have a s, you can ensure

then prioritise the

Head office: 3 rue o' Edimbourg — C5 40011 — F-75008 Paris ~ France.
Phone: +33 14281 53 58— Fax: +33 1 42 £1 58 55 — E-mail: secrerary@eact eu ~ Website:

veww eacteu
VAT number- F8 75 781 577 414 APE code: 94857

lbourg - C5 0011 - F-75008 Paris = France
Phone; 335 92815358 -Fon 433 12 415855 - secretary @ eact.eu ~ Website:
eacteu
VAT number: FR 79 791 577 414 APE code: 84957
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European Emergency Contact list (open since May 2018)

all member shall provide a list “who to contact in an emergency of cyber crime”

Interview with “Global Cyber Alliance”, Andy Bates (Article for September / October Newsletter)

Final draft is provided to the group and under review. A second interview partner could be
involved after internal review having a broader view.

Survey Questionnaire (End of Q3 / Beginning of Q4)

Getting an overview on situation of corporates and potential interest in cyber-crime protection
training focussed on Finance & Treasury

Article “best practise” at SteelCase (for January 2019 Newsletter)
Final draft is done. Review by the group and authorization from SteelCase is outstanding.
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=G

e Article on Risk Measuring (for Newsletter Dec. 2018)
“How to measure your risk in your company” to be published in EACT Newsletter (December)

(see next slide)

e Preparation of content for London ACT Meeting ‘
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The UK - ACT invited the Cyber Security Group of the EACT for participation to their event in January 2019 in London:

Date: 14t January 2019, 18:30 — 21:00 at Barclays

Planned structure: 30 mins: welcome refreshments
15 mins: keynote
10 mins: keynote 2
35 mins: Panel discussion (incl. Q&A)
60 mins: Networking

Planned speakers: 2 x bank cyber representatives (Barclays (TBC) + Nina Head (Standard Chartered Bank: Global Head of Cyber
Partnership & Government Strategy)
2 x treasurers (TBC)
2 x specialists (e.g. MET cyber unit / big 4/ ethical hacker)) (TBC)

Moderator for panel: TBC (CSG member / ACT staff / Keynote speaker)

Desired participants: about 100

Marketing of event: ACT to market the event to their members early/mid November

Participant input: We plan to gain input for CSG activities via. the invite, Q&A during panel and during Networking
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Cyber Security Policy for Treasury
The CSG would like to do minimum standard paper for a CS Policy that might help Treasurers to
implement certain structures and chapters in their over all Treasury Guideline.

Preparation for attending March EACT Summit
Brainstorming & topic collection

Artificial Intelligent (Al) in the payment area
Best practise and simple check-list to mining payment data and avoiding miss- or fraud-payments
being processed — before the file goes external

Potential offer of training sessions on EACT level for NTA members
For more specification the questionnaire is the 1% step for evaluation on the needs and the focus
of a potential training session.
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Additional members from different countries that are currently not represented.
Motivation could be done with:

— More public recognition
* ability to author articles that get well published

Offering more visibility on NTA level by being present on annual member meetings etc.

— Education: studying and teaching

someone dedicated to organizing the physical meetings and prepare training sessions
 Emphasize NTA’s to distribution information coming from EACT addressed to our members

* Additional ideas and support for London event
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Thank you!

www.eact.eu
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